WRITER BEWARE! by Joal Ryan

You've Got Scams

No writer is safe from e-mail scams promising fame and glory uniess you h.?am to Tam_gnizu
them ahead of time. Remember that if an offer is too good to be true, then it probably is.

| T i teachers  and

\,( l (_) L l | screenwriters.
The resemblance is uncanny, no? Both
work in the arts, Both seek payment for
their services (although the rosin-and-
bow gang probahly has a better success
rate). And both find themselves in the
sights of e-mail scimmers.

All right, the point is conceded: In our
wired age, everpbody finds themselves in
the sights of e-mail scammeérs. But violin
teachers and screenwriters are special
Why, thiev're right up there with wedding
photographers.

According to anti-spam Crusadér Joe
Wein, vialin teachers, wedding photogra-
phers and screenwriters are among the pro-
fesslonals who have been specifically
targeted by would-be cyber crooks hailing
from that Wist African land of spam, scams
and the star-crossed prince who urgently
necds to transfer $35.5 million to your
bank stcount for safekeeping: Migeria,

“Maybe up to a decade ago, it was true
that victims of Migerian scammers were
mostly wealthy people,” the Japan-based
Wein said in an e-mall Interview, “but the
picture really changed dramatically over
the last five years."

That's where violin teachers, wedding
photographers and screenwriters come in.
See, in the old days — the 19905 — a Niger-
fan scammeer could rely on the classic scarm
ithe one about the prince) to bring in the
customers. All he had to do was follow a
simple threc-act structure, Flrst, e-mail an
unsuspecting person and pretend to be a
prince in dire straits. Second, encourage
the unsuspecting person to provide the
particulars of his or her bank account (so
that his royal self can transfer 335.5 mil-
lion into it, of course), And then the sur-
prise act three finale: Clean out the
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unsuspecting person’s account.

Eventually, the classlc Nigerian e-mail
scam became a victim of its own Sucoess,
or maybe excess, The g-mails were so
ublgquitous that the scammers’ pool of
unsuspecting people became just a little
shallower. On the Intermet, whistle-
blowers ahounded. In the brick-amd-mos-
tar world, Better Business bureaus ssued
consumer alerts, By now, if you haven't
been wizened to the Nigerlan prince e-
mail scam, vou probably don't have e-
mabl, om account of its hard to get Wi-Fi
under that rock you call horme,

Mone of this is to say the Kigerlan
prince has retreated from public life.
Spam e-mail 15 forever, and the Migerian
s i timeless, In fact, according to the
Federal Trade Commission, its been
Faround for decades,” far predating ¢-
mail, But faced with the Fact that at least
a few people were onto their game, the
scammers diversified,

*There are many MNlgerlan scams
besides the more well-known generic
varieties," Wein says, "The scamimers an
pretty effective at using Google to uncov-
ier sifes with [e-mail] addresses that fit
whatever profile they are searching for.”

All of this explains, according to
Wein's spam-tracking site (joeweln.net),
why vielin teachers are e-mailed by an
pverseas Workd Health Organization offi-
cial seeking lessons for his son. (And, oh,
by the way, could you possibly deposit a
cashier's check to cover the lessons and
tlven wire back the leftover money?) And
it explains why wedding photographers
are e-miiled by a British groom-to-be {or
perhaps a proud Danish father) seeking
their services for his upcoming nuptiala.
(And, oh, by the way, could you possibly
deposit a cashier's check, etc...), And It

why screenwriters are e-maliled by a Japan-
ese conglomerate seeking the rights to their
latest thriller. romantic comedy of [ouf-
quadrant acticon-adventure,

The screenwriter scam, tagged by Weln as
the “Film/Movie Rights Scripts Purchase™
weam, is like the teacher and photographer
seams in that it imvolves the scamomer, for all
his fancy talk of making 4 "mutually agree-
able lump-sum  payment for multiple
film/movie scripts of antclpated medium
and large-scale worldwide commercial
impact,” getting o the inevitable punch line:
Say, what's vour bank-account number?

The long, convoluted text of at least one
of the MNigerian screenwriter scam c-mails,
of 4195 {after the local Migerian criminal
code that theoretically makes such scams
illegaly, can be found on Wein's site, The
somewhat shorter version poes like this; A
tepresentative for the Hashimoto Group,
supposedly a long-standing, family-owned
Japanese conglomerate (that, um, doesn't
have a corporate website, and, um, relies on
Yahoo! Mall and Hotmail accounts), reveals
he Is contacting *prospective screenwrilers
who are currently interested in selling the
rights to completed film/movie scripts with
commeercial potentials,”™

The pitch goes on to pledge the
Hashimoto  Group's commitment 1o
hecoming a "major playver” in Europe ancd
that other film production hotbed, the
United Arab Emirates. It talks partnerships,
onscreen credits aned consulting lees,

Linforfunately, the e-mall, for all its detadl,
fiar all kts relatively emmor-free gramiinar never
explains how a "prospective” screenwriber
would have a script, much less one with
"commercial potentials,” lving around his
or her apartment? Isn't a “prospective”
scTeemwTiter a person wha's only thought
about beroming a screenwriter?




Ah, but we quibble, And the Hashimo-
toy Group does not quibble. In Fact, it's not
evert martled to the whole screenplay
thing. If by chance you have a spare
Tidea” lving around your apartment,
why, It'1] take a look at that, (o0,

Cme other interesting thing about the
famous Japanese conglomerate; Accord-
ing to Weln, its e-mails were sent from an
Internet service provider in .., walt fior it ...
Migeria. “In fact,” Weln says, "numerous
conventional Nigerian scam e-mails had
been sent from the samie [P address, so
there was little doubt that it was that of
an Internet cafe frequented by onling
scammers.” (An attempt to reach the
Hashimoto Group rep via the e-mall
addresses found in the letters posted on
Wiein's site was unsucoessful at press tinme)

In any case or any location, the initlal
Hashimito Group e-miil makes no men-
tion of money beyond the promise that
should o screenplay or bright idea be
found viable, the writer will live the
dream of all scribes, prospective or not,
and get paid,

In two follow-up ¢-mails posted by
Wein from the Hashimoto Group &0 an
unidentified writer, money still Bn't men-
ticned, Nor are red-flag words and phras-
es like “cashier’s check,” “account
transfer” and "say, what's vour bank-
account number again™
a Migerian/419 scam be withouwt an even-
tual detour into the world of finance? Lee
Elde wouldn't krioaw,

Fide is an author and wnproduced
sereenwriter from Minnesota, Last year,
he recelved and responded to a sedes of
e-mails along the lines of the Hashimoto
Group ones, From the get-go, Eide was
susplcious, but he was also desperate.

“l wasn't thinking clearly in general

But what womabd

and, being an unpublished weiter, | was
susceptible to something like this,” Eide
says Im an e-mail interviea

Eidle tried to keep things real and asked
himself why a supposedly deep-pocketed
company with designs of capturing the
wiorldwide box office would solicit mate-
rlal from a writer with no screen credits,
But his coaler head did not prevail. At
least ot at first.

Per Kigerian/41% scam ctiquetie, the
company tever asked for money and
instead foated an offer of 51 milllon to
Eide for a screenplay. OF course, for Eide
{0 get the payday, contracts had o be
signed and notardzed — and bank infor-
mation had to b shared,

At first, Fide communicated with the
scammers by e-mail. Then one day he
tried to fax the company a document —
possibly a copy of the contract, although
Eide savs he can’t recall exactly whit
[Mespite repeated attempts, the fax would
nok go through

It was Elde's lucky break.

T got extremedy suspicious,” Ride says,
1 pot one phone call from the scam artist,
bast i1 was a voloemall message, and the
guy didn't leave a retum number to call.”
And that was all Eide needed to hear. He
closed the bank account that had been
potentially compromised by the scammer,
He did mot report losing any mongy. oo
one for unsuspecting people everywhere,

Eide says he thinks "the perps,” as he
cialls them, got his e-mall address from his
wehsite, which discusses the novels he's
published and the screenplays he's writ-
ten. Similarly, Wein said the New Zealand
wiiter who originally tipped him off ta
the scam believed her e-mail address had
been found through the New Zealand

writers Guild website. (For what it's
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worth, the Kiwi apparently was offered
512 million for three scripts, Like Eide
shie srmellsd a rat and shiooed I away.)

The good news Is that in the vear since
Elde and the Mew Zealander were both
contacted. ‘Weln sald he hasn't heard
more of the MNigerian screenplay scam
(The New Fealander, in fact, was the only
writer 0 contact Wein with her story.) But
dian't mistake the silence as a sign that the
scam or the scammers are finistied.

“Im all scam formats," Weln says, “peo-
ple wha report losses are far outnumbered
by people who suspected that they were
belng scammed and didnt respond or
didn't pay.” Plus, many people who lose
MoneEy are (oo embarrassed to talk about
it later, according to Wein,

The way Wein sees if, the best way to
fight thie scammers is [0 expose the scam-
mers — that's why his website features
thowsands and thousands of e-mails wsed
in actual scam attempts. Bead 'em, weep
and learn

Anather tip bs to report any suspected
fraud to the scammers e«mail provider.
Just cut and paste the suspiclous e-mail
into Wein's handy “scamomatic” [as
found at scamomatic.comi to see I the
text matches past scam e-malls. Or you
could become an informed member of
the Scam Balting Commumnity (a5 found
at forum . scambaits.comp,

Such measures don't put the scamimers
ouil of business, Weln says, “but [they] help
ke thiem away from real paying victims,”
Mot to mentlon violin teachers and
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